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Abstract 

The purpose of this study is to find the most effective and cost-efficient 

ways to improve the security and stability of electronic election and vote counting 

systems, as well as to identify the main targets of intruders and vulnerabilities of 

the system to prevent possible attacks. This paper describes the main types and of 

hacker attacks and their mechanism, assesses the consequences of damage to the 

structures of electronic elections in the United States, France, Germany, Northern 

Macedonia, and Indonesia. The vulnerabilities of electronic election systems were 

investigated and the technology for their detection during development and testing 

was provided. Recommendations were given on the implementation of preventive 

work to reduce the risks of hacker attacks. The study explained the motives of the 

crimes committed in the cyberspace of electronic election systems.  
 

Keywords:  Cybersecurity; Cyber Defence; Computer Forensics; Remote 
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Introduction 

At the local government elections in October 2005, Estonia introduced the 

possibility of electronic voting in the world. Then, 9,317 voters used the new 

method of participation in the elections. This amounted to about 2% of their total 

number, which at that time was a fairly high indicator (Madise & Martens, 2006). 

Over time, electronic voting began to be actively used in other states. However, 

such a system is not exceptionally reliable and has been subjected to repeated 

hacker attacks. The relevance of this study lies in the investigation of the 

electronic voting system, as well as its advantages and disadvantages. The 

originality of this paper lies in the search for new ways to solve the problem of 

cyberattacks on electronic voting systems. 

To estimate the degree of protection of the electronic election system, in 

2019, participants of Def Con in Las Vegas, USA, a major annual conference of 

hackers, were invited to test their skills on voting machines to identify weaknesses 

that can be exploited by attackers. In a matter of minutes, the devices were 

hacked, and hackers turned them into game consoles (Derysh, 2019; Savchenko, 

2022; Metelskyi & Kravchuk, 2023). 
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When considering the issues of low reliability of electronic election systems 

and the problem of the human factor, one should cite the case when an error in the 

counting of votes almost brought victory to the Labour Party in the elections in 

Scotland in 2007. Due to incorrect counting in a computer file by tired workers, 

labourists could win the parliamentary elections in Scotland (Hencke & Johnson, 

2007). 

There have been more serious incidents in the history of electronic voting. 

The US Senate Intelligence Committee claims that electronic voting systems in all 

50 states were subjected to a large-scale attack by Russia in the 2016 presidential 

election (Sanger & Edmondson, 2019). To prevent interference in the structure of 

electronic voting, it is necessary to introduce new security technologies. 

Article by N. Stedmon (2020) on the investigation of the impact of 

cybersecurity threats on the US elections in 2020 examines blockchain 

technology, which is used in electronic voting systems. As a result, it was found 

that blockchain technology allows for solving some problems of electoral systems 

(Teplytskyi, 2021). The author also concluded that the cybersecurity measures 

taken in the US elections were sufficient to prevent attackers from influencing the 

results and the voting process. 

The existing electronic voting schemes work using various encryption 

algorithms. This is problematic since the administrator of the central server of the 

accounting chamber has all the powers. The administrator cannot always be 

trusted, and the contents of the ballot can be forged or falsified. To solve these 

problems, Korean researchers C.H. Roh and I.Y. Lee (2020) also suggest using 

blockchain technology for electronic voting. The authors claim that this will 

ensure the reliability and integrity of the data. In this paper, the authors propose an 

electronic voting system that will increase reliability by guaranteeing secret 

voting. The described system can meet all the security requirements of the system 

and improves the performance of the algorithm in comparison with existing 

analogues. U. Jafar et al. (2021) from the National University of Malaysia also 

raised this issue. It was found that blockchain systems can increase the speed of 

the operation. However, weaknesses were found that need to be improved in the 

future. 

This system is considered more deeply by researchers from the Sorbonne 

University in the article by A. Benabdallah et al. (2022), which is an overview of 

the most indicative solutions for electronic voting based on blockchain 

technology. The authors suggest various solutions utilising the technology, for 

instance, creating a voting application using blockchain on smartphones. 
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There is a technology of quantum key distribution, which is considered in 

the joint work of Indian and American researchers S. Gupta et al. (2021). The 

paper describes the architecture, design, and limitations of a voting system with 

quantum key distribution and blockchain protection. The authors of the study 

examined the weaknesses of such a structure and developed a special approach 

that will improve the security of the electronic voting system. 

The publications described above do not consider all possible scenarios of 

hacker attacks and which vulnerabilities are used for hacking. Cases of attacks on 

electronic voting systems and ways to prevent them need to be considered more 

scrupulously. The purpose of this study is to find the most effective and affordable 

technologies and ways to improve the security of electronic election systems. To 

figure out the possible targets of the attackers in the future, it is necessary to 

analyse the damage caused by hacker attacks in the history of electronic elections. 

It is required to identify vulnerabilities in the system of electronic election and 

vote counting systems, to make recommendations on improving the reliability of 

systems. 
 

Materials and methods 

The methodology of this study is based on the analysis and comparison of 

existing cybersecurity technologies described in modern publications in the field 

of electronic election systems and vote counting. The main types of attacks are 

highlighted, the mechanism of their action is described, and the degree of damage 

to the structures of remote elections is estimated on the example of many 

countries. The motives of the crimes committed in cyberspace are explained. 

Recommendations on preventive maintenance to reduce the risks of hacking are 

provided. The most effective and available methods of protection are analysed and 

compared. 

The first stage of this study provides a general overview of the functioning 

of electronic election systems. Their main advantages over the usual format of 

elections with paper ballots are highlighted. These include expanding the coverage 

of voters among the population, reducing the costs of conducting an election 

campaign, reducing the risks of human interference and election fraud during vote 

processing, and summing up. The authors explained the structure of electronic 

voting in a simplified form. They also considered the available forms of electronic 

voting systems and ways of their operation. The main disadvantages of the remote 

format are indicated. This includes the lack of monitoring of the voting process by 

election commission staff, the unreliability of the software of voters’ devices. 
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The second stage of the study provides the methods of attacking modern 

computer systems and ways to prevent them. The principle of denial of service 

(DoS) and distributed denial of service (DDoS) attacks in electronic voting 

systems are explained in detail. Such vulnerabilities in electronic election systems 

as injections, broken authentication, incorrect security settings, disclosure of 

confidential data, cross-site scripting, unsafe deserialization are described 

(Cherniha & Serov, 2006). The authors propose ways to eliminate said 

vulnerabilities, including scanning technologies for vulnerabilities in electronic 

voting systems during development and testing. The paper also presents cases of 

hacking or their attempts during voting in different countries of the world, citing 

as an example the presidential and parliamentary elections in Ukraine in 2014 and 

2019, the US presidential elections in 2016, the 2018 midterm elections in 

Georgia, USA, regional elections in Indonesia of the same year. The study 

estimated the consequences of the damage caused in cases of a successful attack. 

Approaches to improving software security are proposed and a comparative 

characteristic of the described methods is provided. Furthermore, the main goals 

of intruders in the electronic voting system are described. 

The third stage considers the efficiency of blockchain since this it is one of 

the most well-known currently applied technology. The authors give a brief 

description of the functioning of this structure. This description elaborates on the 

problems of electronic election systems that were solved precisely because of this 

technology, and other advantages are presented in more detail. The vulnerabilities 

of the blockchain system and possible ways of hacker attacks are highlighted. 

The fourth stage of the study presents recent publications, where the authors 

give general recommendations on reducing the risks of election fraud and other 

violations during the election campaign, perfecting the user interface to improve 

usability, improving security and secrecy standards, and managing cybersecurity 

in electronic election systems and vote counting. 
 

Results and Discussion 

Electronic voting has many advantages. This enables people with 

disabilities to vote independently, easily, and secretly (e.g., audio ballots for 

visually impaired voters), allows voters to cast their vote remotely regardless of 

location, promotes faster counting of votes and announcement of final election 

results, and introduces multilingual ballots. This must ensure long-term economic 

efficiency by saving time for employees of polling stations, postal fees, and 

printing costs. On the one hand, while reducing human intervention, electronic 

voting helps prevent fraud at polling stations during vote processing and summing 

up. In a simplified form, the electronic voting system is divided into the following 
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subsystems: voter registration, documentation, verification, voter management, 

voting, processing of election results, and summary. All operations will be sent to 

the central database. Both the database and the application are hosted on the same 

server (Nwankwo & Njoku, 2020). 

Electronic voting can take various forms. There is remote voting using 

personal devices (smartphones, laptops) and at polling stations using special 

voting machines. Ballots can be transmitted via isolated computer networks, via 

the Internet, or telephones (Adanbekova et al., 2022). The most usual form is 

online voting. The voter (respondent) receives an electronic ballot on the 

corresponding website (a form for voting on possible answers) and votes, 

indicating their answer option. Voting through an electronic ballot is confirmed at 

the expense of the user’s registration data (Tatsyi et al., 2010; Hratsiotova et al., 

2020). They can be as follows: an identification network address and parameters 

of the device and voting software, a private digital signature, and fingerprints 

(Mazakov et al., 2020; Aliaskar et al., 2022). 

The organisation of a remote form using personal devices is quite 

complicated. The voter’s devices cannot always be trusted, as many of them 

contain malicious software. Furthermore, election commission employees cannot 

monitor and control the process of remote voting, since a voter can cast their vote 

at home or in any other place. The development and implementation of a tamper-

proof remote voting system is a challenging task. Voting at polling stations using 

special electronic machines eliminates these previously mentioned disadvantages. 

Such a machine must have a reliable operating system and anti-hacking 

mechanisms. 

There are three main ways in which modern computer systems are most 

often attacked: user error, configuration error, or software error. An example of a 

user error is a malicious link in an email that a person may inadvertently open. 

The electronic voting system should be designed in such a way that if a user 

makes a mistake, such a vote will not be counted. Configuration errors are more 

difficult to handle. As a measure to counter manipulation, it is necessary to 

introduce a requirement that the configuration is approved by at least two officials 

responsible for voting. One official responsible for the conduct of voting should 

not be able to rig votes. They can also be eliminated by training employees of the 

accounting chamber, as well as automatic and manual testing of the system. 

Software bugs are often difficult to detect and prevent. This can lead to dire 

consequences, which are used by attackers to violate the integrity of the entire 

system. In general, there are three approaches to improving software security. The 

first is to improve software development tools up to formal code verification. The 

second approach is to ensure the security of supply (i.e., reliable software vendors, 
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open-source software). The third involves compliance with the principles of 

development: proper testing and design of a stable system that can ensure the 

continuation of work in case of any errors that occur. All these measures reduce 

the probability of software failures, but they are expensive (Bradshaw et al., 

2022). 

The main targets of hacker attacks on electronic voting systems are the 

procedures for voter registration, voting, counting, transmission, and aggregation 

of results. This also includes websites for publishing results and other online 

services, corporate and personal accounts, communication systems. Hacker attacks 

on the electoral process can be general or selective. Thus, participants in the 

electoral process may involuntarily become victims or become predetermined 

targets of hackers. General attacks do not require much complexity. This type of 

attack can be carried out by attackers with limited resources. These include DoS 

attacks, hacking of websites, as well as malware and ransomware attacks. The 

principle of the DoS attack is to fill Internet resources with an enormous number 

of requests (Maraj et al., 2017; Abdymanapov et al., 2021). As a result, the 

maintenance of websites slows down or becomes unavailable for use. General 

attacks do not penetrate the system, do not cause data changes, and cannot gain 

access to confidential information of the polling station. The damage is caused by 

the fact that systems damaged by attacks become inoperable. DoS attacks can also 

be directed at communication systems to complicate data transmission or 

completely disrupt communication between users. For instance, they may block or 

overload mobile phones, communication channels, and devices of key election 

commission employees. During the 2018 regional elections in Indonesia, attempts 

were made to hack the web page of the election results of the General Election 

Commission. The Telegram and WhatsApp accounts of leading election 

administration officials were also attacked through weaknesses in messenger 

systems. The hackers’ main goal was to disrupt the electoral process. 

A DoS attack can be stopped fairly quickly if it comes from a single source. 

Blocking DDoS attacks is more time-consuming because they come from many 

sources at once. To resist such attacks, powerful computing resources are required. 

DDoS attacks are relatively simple to implement. They are perhaps the most 

common type of cyberattack. This form of attack is common for election 

commissions. This type of attack was used during the presidential and 

parliamentary elections in Ukraine in 2014. The attackers interfered with the 

transmission of the results by the district election commissions. DDoS attacks, 

malware, and phishing attacks were carried out. A few weeks before the 

presidential elections in 2019, such a DDoS attack was launched against 

candidates and the Central Election Commission. However, the attackers were 
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unable to falsify the election results since the election commission had installed 

proper protective mechanisms (Mentukh & Shevchuk, 2023; Sopilko, I., & 

Rapatska, 2023). 

Hacking websites is associated with damage to their appearance and 

content. Changing the appearance is usually aimed at damaging the image of 

candidates. Such attacks may be aimed at publishing false information or changing 

election results. They use weaknesses in the site code to gain access to the server, 

but most do not affect the information system and internal data of the institution 

under attack. The hacking of election websites leads to the leakage of personal 

data when disclosing voter registers. About a month before the 2019 presidential 

elections in Northern Macedonia, the most valuable information and 

communication systems of the State Election Commission were malfunctioning. 

As a result, publications of minutes of meetings, instructions, decisions, voter 

data, and registers of complaints were distributed. According to the election 

commission, the systems affected by the GEFEST 3.0 malware included file 

servers and email servers. This also affected the availability of the voter register 

and the database of civil servants used to appoint election commissions (Borysova 

et al., 2019; Van der Staak & Wolf, 2019). 

As an example of a violation in the counting of votes, electronic voting 

systems with direct recording can be cited, which demonstrates their vulnerability 

to hacking and malfunctions. Despite the growing evidence of the system’s 

unsuitability, some US states continue to use them in local government elections, 

as well as state and federal elections. Using nonparametric statistics, evidence was 

found that hacker attacks in the US state of Georgia during the midterm elections 

in 2018 forced the electronic system not to register a substantial number of votes. 

The indicators of understatement of votes were associated with ethnicity, and in 

those precincts where the percentage of black voters was higher (Ottoboni & 

Stark, 2019; Shariy, 2019). In the same state, a security specialist discovered a 

vulnerability, as a result of which it became possible to download and potentially 

change the register of 6.7 million voters on an unsecured election server, 

instructions and passwords for employees of polling stations to log in to systems 

used for voter verification (Lomzhets et al., 2021; Zetter, 2018). 

Since the Internet is a global network, attacks can arise from anywhere, and 

their sources are often hidden. Even carefully monitored systems with updated 

software and the use of security tools (e.g., antivirus software) may be vulnerable. 

Attackers can find weaknesses in software and systems that will facilitate 

unauthorised access, reading and changing data, and blocking access to authorised 

users. To estimate the consequences of such interference, one of the US 

intelligence reports on the 2016 presidential election can be cited as an example. 
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According to the report, a large volume of confidential e-mail messages was 

stolen from the Democratic National Committee and then published through 

WikiLeaks, which, according to the US intelligence community, was orchestrated 

by the Russian military intelligence agency Main Intelligence Directorate (GRU). 

Some messages were so confidential to high-ranking party personnel that they led 

to resignations, recriminations between supporters of candidates H. Clinton and B. 

Sanders, and negative mentions in the media. The same group of hackers 

penetrated the systems of the Illinois Election Commission, stealing information 

about 500,000 voters, including names, addresses (Nakashima & Harris, 2018; 

Vilks & Bergmanis, 2018). 

During the 2016 elections in France and Germany, attackers released 

information such as internal emails stolen from political parties and candidates to 

damage their credibility (Mueller, 2019; Limba et al., 2017). The Hiscox Cyber 

Readiness Report (2018) notes that attackers use such weak links in the security 

system as injections, broken authentication, disclosure of confidential data, 

Extensible Markup Language (XML) External Entity (XXE) (a web vulnerability 

in the security system that allows an attacker to interfere with the processing of 

XML data by an application). This also includes merging, incorrect configuration 

of the security system, cross-site scripting (XSS) – a web vulnerability that allows 

an attacker to compromise user interaction with an unprotected application, 

monitoring, unsafe deserialization, use of components with known vulnerabilities, 

and insufficient logging (Okrój & Jatkiewicz, 2023). Next, the authors propose 

taking a closer look at some of them. 

Attackers can use broken authentication for unauthorised access to 

functionality and data, such as access to other users, viewing confidential 

documents, and changing user data and access rights (Abba et al., 2017; Sϕhoel et 

al., 2018). Incorrect security settings are the most common issue. This is usually 

the result of an insecure default configuration, incomplete or special configuration, 

configuration errors in the HyperText Transfer Protocol (HTTP) header, and error 

messages containing confidential information (Jefferson, 2019; Srokosz et al., 

2018). Cross-site scripting can occur when an application inserts fake data into a 

web page without verification, or updates web pages using data entered through 

the browser. XSS is used by attackers to execute scripts in the victim’s browsers 

that can intercept access, remove web pages or redirect users to malicious sites 

(Khanpara et al., 2022; Wang et al., 2018). Unsafe deserialization causes remote 

code execution. It can be used to carry out the following types of attacks: replay 

attacks, injection attacks, and privilege escalation attacks (Leite & Albuquerque, 

2018). 
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To prevent such attacks, Zed Attack Proxy (ZAP) technology is used. This 

tool can automatically scan for vulnerabilities in web applications when they are 

being developed and tested. ZAP works on the principle as if an attacker had 

entered the system from the outside to obtain data or to carry out an attack 

(Kurniawan et al., 2017; Shrivastava et al., 2021). The structure of Arachni 

technology is similar to ZAP and can also be used to identify vulnerabilities in 

web pages. Therewith, ZAP works more efficiently than Arachni, as discovered by 

Indonesian researchers I. Riadi and P. Raharja (2019) from the Faculty of 

Information Systems of Ahmad Dahlan University. Notably, these programs are 

free, which may partially solve the issue of the excessive cost of preventing 

cyberattacks.  

Another important concept is “cyber hygiene”. This includes the degree of 

training and awareness of users on how to support system operability and online 

security, and the originality of the organisation’s technologies, including regular 

testing and maintenance. The term also includes security principles to combat 

developing cyber threats, verification, and control of personnel with access to 

confidential systems to reduce the risk of internal attacks (Omurzakova et al., 

2022). The Permanent Election Commission of Romania has implemented cyber 

hygiene training programs for political parties to protect internal information, as 

well as data that the commission gives to parties (Estehghari & Desmedt, 2010; 

Van der Staak & Wolf, 2019). 

Blockchain technology appears in many modern publications on the 

cybersecurity of electronic election systems (Vilks et al., 2022). Conventional 

electronic voting systems use a centralised scheme. The centralised administration 

of these systems manages the entire voting process and has partial or full control 

over the database and the system itself. This creates some problems, accidental or 

intentional, such as possible database fraud and double voting. Many of these 

problems have been solved thanks to blockchain technologies, without access 

rights in new voting systems. However, the classical consensus method requires a 

certain amount of computing power during each voting operation. This 

substantially affects power consumption, reduces efficiency, and increases system 

latency. The use of a blockchain with access rights increases the efficiency and 

reduces the energy consumption of the system, mainly due to the rejection of the 

typical consensus protocols used in blockchains. The use of smart contracts 

provides a secure mechanism that guarantees the accuracy of voting results and 

makes the vote-counting procedure public and protected from fraudulent actions, 

as well as helps preserve the anonymity of votes. Its use in electronic voting 

systems can help mitigate some of these problems. In the joint work of Mexican, 

Cuban, and Indonesian researchers C. Denis González et al. (2022), a system is 
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proposed that provides high reliability through corporate blockchain technology, 

providing secret voting. Furthermore, the authors present some solutions to the 

problem of security and reliability using a flexible network configuration. 
 

Conclusions 

Electronic voting is an ambiguous way of conducting elections. On the one 

hand, it speeds up the election procedure and votes to count and allows expanding 

the coverage of voters. However, the system is at substantial risk of a hacker 

attack. Election results may be falsified, and personal data of candidates, election 

commission employees, or voters may be publicly available. The reasons for these 

actions on the part of intruders and the consequences of such interventions were 

examined in detail using real examples from the history of electronic elections. As 

such examples, the study considered hacker attacks during the 2016 US 

presidential election and the hacking of information and communication systems 

of the State Election Commission of Northern Macedonia in 2019. The authors 

presented the case of hacker attacks on the voting systems with direct recording, 

which were used during the midterm elections in Georgia, USA, in 2018. As the 

practice of conducting electronic elections shows, the attackers have intentions not 

only to distort the results of the voting, but also to steal the data of candidates, 

voters, or election administration employees, as it was during the regional 

elections in Indonesia in 2018. 

A crucial factor in ensuring security is preventive work, such as, e.g., cyber 

hygiene training programs for employees of polling stations. To prevent 

cyberattacks, it is necessary to provide the system with reliable protection. To 

better understand possible hacker attacks, the study investigated the main goals of 

hacker attacks, such as to cause damage to the electronic election and vote-

counting systems. Specifically, subject to such attacks are the procedures for 

registering voters, voting, counting votes, transmitting, and aggregating results. 

Methods of countering these attacks based on the efficiency and cost-effectiveness 

of technologies have been described. The study does not include all existing 

variants of protection technologies and does not provide recommendations for 

improving the reliability of the most vulnerable places of the electronic election 

and vote counting system. In the future, it is necessary to find weaker links in the 

system and create more effective protection technologies. 
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