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Abstract

As cybercrimes grow more sophisticated, network and cloud forensics
have become vital investigative tools. However, complex legal, ethical, and
practical challenges around extraterritorial evidence, privacy rights, volatile data,
and specialized skills constrain these processes. This study critically reviews
academic literature and industry reports to examine these multifaceted
considerations holistically. It aims to aggregate the latest insights around
regulations, technical protocols, certification regimes, and international
cooperation frameworks shaping network and cloud forensics. The study follows
gualitative research methodology, a doctrinal approach used for the analysis of
regulation, and grounded theory used for the analysis of related literature. The
results reveal gaps around the liability limitations of internet service and cloud
providers, ethical bounds for ancillary data collection, and anti-forensic
obfuscation techniques. Proposed solutions include accountability in technology
design through transparency and oversight. Simplify procedures for cross-border
legal assistance requests. Develop lightweight encryption methods that still enable
lawful access as well as promote collaboration between industry and academia to
advance cybersecurity tools.

Keywords: Network Forensic, Cloud Forensic, Digital Investigation, Legal
Framework, Digital Evidence

Introduction

With the continued advancement of digital technologies, network and
cloud forensics have become indispensable tools for investigating cybercrimes.
However, the complexity of these environments also raises critical legal, ethical,
and practical challenges that must be addressed for the accountability of the
culprits (Pollitt, Caloyannides, Novotny, & Shenoi, 2004). Fundamentally,
network and cloud forensics involve extracting and analyzing digital evidence
from networks, hosts, applications, and cloud platforms to uncover traces of
malicious or criminal activity. However, entities like internet service providers,
cloud providers, and software vendors have no consistent legal obligation to
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support investigations, leading to issues accessing relevant data (Opara-Martins,
Sahandi, & Tian, 2016). The collecting network or cloud evidence can impose on
bystander privacy, and tracing attacks across national borders runs into
jurisdictional constraints (Fereday & Muir-Cochrane, 2006). On the practical
front, the volatile and encrypted nature of digital evidence, chain of custody
complexities, and the need for specialized skills make network and cloud forensics
inherently complicated (Malik et al., 2024).

Network forensics is a specialized field within digital forensics that
focuses on monitoring and analyzing computer network traffic for various
purposes, including information gathering, legal evidence, and intrusion detection.
Unlike other areas of digital forensics, network investigations deal with volatile
and dynamic information. It's crucial for organizations to exercise caution when
dealing with potential attacking IP addresses, as responding to them can't
conclusively confirm the identity of the attacker and may inadvertently alert them,
leading to potential destruction of evidence or further attacks. Analysts in this
field should utilize a range of tools suited to different situations and be mindful of
their limitations. Network forensic analysis tools offer features such as
reconstructing events, visualizing traffic flows, profiling activity, and searching
for specific keywords within application content, all of which contribute to
effective network forensics investigation and analysis (Guan, 2014).

A network source is a set of defined IP addresses. The IP addresses can be
public IP addresses or IP addresses from VCNs within your tenancy. A common
sources of network-based evidence have a variety of elements, including traffic
logs documenting communication activities, packet captures providing detailed
snapshots of data transmission, firewall rules delineating network access
permissions, router configurations outlining network infrastructure setups, and
user account records tracing individual interactions. Additionally, application and
operating system logs offer insights into system activities, while alerts from
Intrusion Detection Systems (IDS) or Intrusion Prevention Systems (IPS) flag
potential security breaches. Furthermore, network forensic investigators rely on
hardware and software components like servers and printers, along with wireless
network data from LANs, MANs, PANs, and WANSs, each offering distinct
connectivity parameters. Network forensic investigators examine two primary
sources: full-packet data capture and log files from devices such as routers, proxy
servers, and web servers. These files identify traffic patterns by capturing and
storing source and destination IP addresses, TCP ports, Domain Name Service
(DNS) site names, etc. (Rodrigues et al., 2017).

Cloud forensics involves the application of digital forensic methods in
cloud computing environments to investigate criminal activities, such as data
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breaches or identity thefts that occur using cloud services. This field requires
experts to employ specialized techniques to detect and analyze evidence within
cloud systems, ensuring its integrity and admissibility in legal proceedings.
Investigators collaborate with various cloud actors, including providers,
consumers, brokers, carriers, and auditors, to facilitate internal and external
investigations effectively. Ensuring the integrity of evidence requires adherence to
stringent legal and regulatory standards to uphold the validity of findings in legal
proceedings. Ultimately, cloud forensics safeguards digital assets and holds
perpetrators accountable for their actions in the evolving landscape of cybercrime
(Simou, Kalloniatis, Kavakli, & Gritzalis, 2014).

Cloud computing revolutionizes how data is stored, managed, and
processed by utilizing remote servers over the internet rather than local
infrastructure. It offers three primary service models: Infrastructure as a Service
(laaS), Platform as a Service (PaaS), and Software as a Service (SaaS). laaS
provides virtualized computing resources over the internet, such as servers and
storage, as exemplified by Amazon Web Services (AWS) and Microsoft Azure.
PaaS offers a platform allowing developers to build, deploy, and manage
applications without dealing with the underlying infrastructure, as demonstrated
by Google App Engine and AWS Elastic Beanstalk. SaaS delivers software
applications over the internet on a subscription basis, like Gmail, Slack, and
Microsoft Office 365, eliminating the need for installation and maintenance. Each
model caters to specific needs, providing flexibility, efficiency, and cost-
effectiveness in managing IT resources (Bello et al., 2021).

The widespread adoption of cloud services has significant ramifications
for digital forensic investigations. The distributed architecture of cloud
environments adds layers of complexity regarding evidence acquisition (Awuson-
David et al., 2021). Investigators must identify and coordinate with relevant cloud
providers, submission managers, and infrastructure owners to collect artifacts.
However, legal ambiguity around jurisdictional boundaries and multi-tenancy
arrangements often constrains this process (Bacon et al., 2017). Moreover, the
virtualized nature of cloud platforms obscures the location of relevant logs and
records needed to recreate attack timelines (Liyanage, Braeken, Shahabuddin, &
Ranaweera, 2023). Tracing attacks also become complicated by the geo-
distribution and federation of cloud assets across vendors. Consequently, some
scholars argue for establishing international forensic standards tailored to the
cloud ecosystem, spanning legal agreements, technology requirements, and
methodology guidelines to enable credible investigations (NIST, 2020).

The Internet of Things (IoT) represents a vast network of interconnected
devices, enabling communication between them and the cloud, as well as among
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the devices themselves. Examples include connected cars, smart appliances,
security systems, agricultural equipment, retail, healthcare monitors,
manufacturing machinery, and urban infrastructure. In the realm of digital
forensics, it stands out for its broader scope of potential evidence sources,
extracting data directly from smart environments like kitchen appliances and
wearable devices. This branch of forensics relies on sensors embedded in various
IoT devices to collect and transfer data to the cloud for storage and analysis.
Cybersecurity measures are essential for safeguarding these interconnected
devices and their networks from cyber threats and attacks, ensuring the integrity
and security of 10T ecosystems (Atlam et al., 2020).

Literature Review

Network forensics refers to the capture, recording, and analysis of
network events to discover the source of security attacks or other problem
incidents (He et al., 2016). Meanwhile, cloud forensics is the application of
scientific methods toward identifying, collecting, validating, analyzing,
interpreting, documenting, and presenting digital evidence derived from cloud
computing resources (Sammons, 2015). As cyberattacks grow increasingly
sophisticated, network and cloud forensics have become indispensable tools for
investigating cybersecurity breaches and crimes (Abiodun et al., 2022). However,
several complex legal, ethical, and practical challenges confront digital forensic
practitioners and law enforcement agencies (Wilson-Kovacs et al., 2023). There’s
no consistent legal obligation across jurisdictions to compel internet service
providers (ISPs), cloud providers, and vendors to preserve or share digital
evidence with authorities (Hornle, 2021). Developing standardized regulations
globally is complicated by issues like data sovereignty, liability assignments,
privacy rights, etc. (Cuno et al., 2019).

The collecting of extraterritorial evidence also faces uncertain
international cooperation, authorization delays, or outright rejection (Stephan,
2023). Scholars identify notable regional differences in legal approaches. The US
leans toward imposing strict mandates on service providers to support government
investigations. In contrast, the EU prioritizes data protection and privacy rights
(Taylor, 2023). Network and cloud forensics also raise ethical challenges
regarding individual privacy and civil liberties. Tracing the source of cyberattacks
often requires collecting ancillary data from uninvolved third parties, which could
reveal sensitive personal information unrelated to the attack (Skopik & Pahi,
2020). Furthermore, the backdoors developed for forensic collection purposes
could also be exploited illegally by rogue elements, violating user privacy
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(Aacoub et al., 2022). Hence, technical implementations must be cautiously
designed to avoid overstepping ethical bounds.

On the applied front, practitioners face complications like criminal
obfuscation techniques, anti-forensics, jurisdictional constraints, certification
requirements for tools, budget constraints, and steep learning curves in unpacking
encoded evidence (Reedy, 2023). Practical issues like volatility and encryption of
collected artifacts, broken chains of custody, and the need for specialized skills
under strict regulations. Developing pragmatic strategies to address these
multifaceted technical challenges remains an open research problem (Stoykova,
2021). The full potential of network and cloud forensics requires resolving legal
ambiguities, upholding ethical norms, and tackling practical complexities through
collaborative efforts between legislators, technologists, and forensic experts
globally (Dhirani et al., 2023).

Methodology

This study employs a qualitative literature review methodology to
critically examine the legal, ethical, and practical considerations in network and
cloud forensics. Relevant academic articles and industry reports published over
the past 5 years are systematically identified from scientific databases like IEEE
Xplore, ACM Digital Library, ScienceDirect, and Google Scholar using a defined
search strategy. The search terms include "network forensics," "cloud forensics,"
"digital investigations,” combined with "regulation,” "privacy," "evidence,"
"tools," etc. in multiple permutations. Around 400 highly cited articles meeting the
guality and topical relevance criteria are selected for in-depth review. Thematic
analysis is applied to categorize the key issues, challenges, and recommendations
along a legal, ethical and practical dimensions discussed across these sources.

Specific aspects like jurisdictional constraints, privacy implications,
volatility of evidence, certification needs, etc. are coded accordingly. Additional
governmental reports and technology standards from organizations like 1SO,
NIST, etc. supplement the analysis to incorporate applied perspectives. The coded
themes help to develop a holistic, evidence-based understanding of the
multifaceted considerations shaping the current state and future direction of
network and cloud forensics. The distribution of the challenges across categories
is quantified to prioritize the key issues statistically. Finally, new
recommendations are synthesized to advance legal frameworks, ethical guidelines,
and technical capabilities supporting network and cloud investigations. This
methodology enables the derivation of actionable, pragmatically grounded
recommendations through a rigorous qualitative literature analysis process.
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Results

Standards ensure the integrity and reliability of network and cloud
forensics processes. In digital forensics, where evidence collection and
preservation are paramount, adherence to established standards is essential for
maintaining the admissibility of evidence in court. For network forensics, the
International Organization for Standardization (ISO) and the International Electro-
technical Commission (IEC) have developed guidelines to ensure the validity and
reliability of investigative methods. ISO/IEC 27041:2015 provides guidance on
ensuring the suitability and adequacy of incident investigative methods. This
standard helps investigators conduct thorough examinations of network
infrastructures, ensuring that evidence is collected in a manner that preserves its
integrity and authenticity.

Similarly, for the analysis and interpretation phases of network forensics,
ISO/IEC 27042:2015 offers guidelines to ensure consistency and accuracy in
examining digital evidence. These standards help forensic analysts utilize
appropriate tools and methods to uncover relevant information from network data,
ensuring that findings are reliable and defensible in legal proceedings. Cloud
forensics, which involves investigating digital evidence stored on cloud computing
platforms, presents unique challenges due to the distributed and dynamic nature of
cloud environments. To address these challenges, standards such as ISO/IEC
27037 provide guidelines for the identification, collection, acquisition, and
preservation of digital evidence in cloud settings. These standards assist forensic
practitioners in navigating the complexities of cloud infrastructures while adhering
to best practices for evidence handling.

Discussion

Evidence gathering must adhere to legal protocols to ensure admissibility
in court. Photographs and other evidence can be challenged on grounds of
authenticity, relevance, fairness, accuracy, and prejudice. A photograph should be
a fair and accurate representation of the scene as it appeared to the person taking
the photograph and others who were present at the time (Madison, 1984).
Demonstrative evidence, like photos, explains testimony. Substantive evidence
comprises collected exhibits. Both require establishing relevance and probative
value without undue prejudice (Brain & Broderick, 1991). The evidence must
represent the original crime scenes fairly and accurately. Investigators usually
need warrants or valid consent before processing scenes. Moreover, the
exclusionary rule bars evidence obtained illegally. Likewise, evidence must have a
fully documented chain of custody, which is maintained by a series of signatures
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as the evidence passes from hand to hand until it reaches a designated custodian
(Badiye, Kapoor, & Menezes, 2024).

Investigators serve as factual witnesses, restricting opinions to their
domain expertise. While an individual qualified as an expert witness can offer
opinion testimony, the defense can hire their own experts. If the defendant's
pockets are deep enough and the stakes are high enough, the defense can always
find someone with impressive credentials to offer a contrary opinion. However,
experts may face rigorous cross-examination and rebuttals from counter-experts.
Photographs persist as visual evidence, reminding jurors of key facts. Investigators
should also photo-document the absence of expected artifacts. Accidental
associations that ingress scenes before isolation require extensive scene
photography as relevance determination occurs later (Sanders, 2009).

Courts apply exclusionary rules to render certain types of logically
relevant evidence inadmissible to advance procedural fairness, incentivize
diligence, allocate error risks, or serve other policy goals (Turner & Weigend,
2019). The admissibility of digital evidence also faces restrictions beyond bare
relevance. A key requirement is authenticating the integrity of digital artifacts
entering the judicial record. Investigators must fully document scene isolation,
collection, storage, and analysis protocols to demonstrate no tampering or
contamination. Chain of custody logs indicating handling by various custodians
provide additional validation. These authenticity safeguards uphold fairness while
engendering public trust in verdicts relying on digital evidence.

Exclusionary rules may also apply specifically to certain digital evidence
types. For instance, logs of chat conversations could constitute hearsay if
submitted to establish asserted facts. However, they may still be admissible to
show a contextual user mindset. Similarly, rules constraining the admission of
character evidence could bar presenting an accused’s browsing history to
demonstrate a propensity for criminality. Nevertheless, judges enjoy discretion in
evaluating digital evidence within case specifics. On the applied side, practitioners
require extensive training to forensically acquire and parse various digital artifacts
while avoiding spoliation. Certification regimes are emerging to validate baseline
expertise. Moreover, wide adoption of encryption and anti-forensics techniques
poses escalating practical hurdles for evidence harvesting (Roberts, 2022).

Failing to maintain forensic data can have severe legal implications for
companies, especially considering the stringent regulations surrounding data
protection and privacy. These regulations, such as HIPAA, GDPR, and CCPA,
mandate that organizations implement reasonable measures to safeguard personal
information. Failure to comply can result in hefty fines and legal action. One
significant legal implication is the requirement to notify affected individuals and
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regulatory authorities promptly in the event of a data breach. For instance, under
the GDPR, companies must notify the Information Commissioner's Office (ICO)
within 72 hours of discovering a breach. In the United States, state attorneys
general and various regulatory bodies like the Federal Trade Commission (FTC)
must also be informed. Failure to report breaches promptly can lead to substantial
penalties, as demonstrated by Marriott's $124 million fine for a delayed breach
notification (Khaled, Pattel, & Siddiqui, 2020).

The companies failing to maintain forensic data may face challenges in
demonstrating their commitment to resolving breaches lawfully. Legal experts
advise promptly seeking counsel upon discovering a breach to determine the
appropriate timing and recipients for breach notifications. This proactive approach
is crucial in mitigating further damage and maintaining a positive standing with
regulators and the public. Furthermore, without comprehensive forensic data, it
becomes challenging for companies to investigate and address breaches
effectively. This lack of evidence can hinder legal proceedings and regulatory
compliance efforts, potentially exacerbating the consequences of a breach
(Johnstone & Sarre, 2004).

Public cloud environments pose significant challenges for digital forensics
investigations due to the inherent jurisdictional complexities and difficulties in
data retrieval from large-scale distributed infrastructure. A key issue is that data in
the cloud can be stored redundantly across multiple physical servers located in
different legal jurisdictions across the world. This makes the determination of
ownership, privacy protections, and applicability of local laws ambiguous (Dove
et al., 2015). Investigators require proper legal authority like warrants and
subpoenas to retrieve relevant evidence, which is hard to enforce given the rapid
data replication and migration capabilities of public clouds. Moreover, public
cloud vendors may not readily capture or release customer data to investigators
due to privacy protection laws and confidentiality agreements. Negotiating access
to protected data causes delays. Even if obtained, decrypting and analyzing
extremely large volumes of customer data from public cloud servers is technically
challenging (Abiodun et al., 2022).

Principles of ethical behavior in digital forensics are essential to ensuring
fairness, integrity, and respect for individuals' rights. Beneficence and
nonmaleficence underscore the importance of acting in the best interests of all
involved while avoiding harm. Fidelity and responsibility demanded an
unwavering commitment to truthfulness and accountability in handling evidence.
Integrity ensures that investigators maintain honesty and transparency throughout
the process. Justice mandates equal treatment and adherence to legal standards,
safeguarding against bias or discrimination. Respect for people's rights and dignity



Pakistan Journal of Criminology 127

requires protecting privacy and upholding confidentiality. Accurate representation
of qualifications, maintaining evidence integrity, and truthful data representation
are paramount. Clear documentation, impartial examination, and testimony
contribute to impartiality and credibility. Confidentiality must be upheld, and
violations must be reported to uphold professional standards (Jahn, 2011).

Ethics in digital forensics ensure investigations are conducted with
integrity and respect for individuals' rights. Professionals in this field establish
trust and authenticity in their work by adhering to principles such as protecting
privacy, maintaining evidence integrity, and complying with legal standards.
Ethical considerations guide forensic analysts to approach their tasks without bias,
ensuring the credibility of the investigation process. In cybersecurity, ethical
practices are essential for preserving the integrity of investigations and ensuring
that digital evidence is used responsibly and lawfully. Expert handling of forensic
evidence is imperative to produce accurate results, as ethical lapses can
significantly impact the outcome of criminal cases (Irons & Konstadopoulou,
2001).

Conclusion

Digital forensics is used to catch lawbreakers via the data they use. And
this involves collecting, analyzing, and organizing electronically stored
information (ESI) so that attorneys can present it in court. Digital devices like
computers, mobiles, and 10T gadgets are increasingly being used in crimes
ranging from financial fraud, homicides, and child pornography to cyber stalking,
theft of trade secrets, and terror plots. They also contain vital evidence to
reconstruct the sequence of events and prove or refute allegations, even in
traditional crimes not directly involving technology abuse. Hence, digital forensics
has become indispensable for modern investigations. While crime labs handle
securing digital evidence and analysis, lawyers play a crucial role in determining
what is relevant, advising on retrieval procedures, evaluating implications, and
contextualizing evidence presented in court.

For effective discharge of these responsibilities, a basic grasp of common
digital forensic tools and techniques is vital for any practicing lawyer today.
Digital forensics is a rapidly evolving field, and it is important for lawyers to stay
up-to-date on the latest techniques and technologies. One needs awareness of the
capabilities and limitations of data extraction and analysis methodologies to guide
investigators on sources of potential evidence on devices, clouds, and networks,
examining timelines of file manipulations, internet usage traces, etc. Knowledge
of common artifacts like registry keys, metadata tags, access logs, etc. allows
assessment of the authenticity and integrity of evidence by recovering, analyzing,
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and presenting digital evidence. It helps uncover the truth and hold individuals
accountable.

The technical implications of recovering and handling digital evidence
that may be altered, encrypted, or remotely wiped need consideration for
maintaining the evidentiary chain of custody. Factors affecting the reliability of
forensic tools in extracting usable data from damaged devices, overwritten files,
and complex media like RAM and cryptographic volumes have legal relevance to
admissibility. Capabilities to retrieve information from locked devices and various
file formats facilitate evidence discovery. Electronic data has a significant role in
legal matters, especially given that’s how most sensitive information is stored
today. With advances in technology, the way trial lawyers obtain evidence for
their clients is constantly changing. Digital forensics is how evidence is obtained
from digital media in a defensible manner. With proprietary data formats and
privacy-enhancing technologies commonplace, lawyers should cultivate working
knowledge of standard forensic protocols, data recovery techniques, cryptography,
steganography, and networking essentials. Keeping up with the state of the art
would enable sound legal counsel and the interpretation of digital evidence, better
assisting the judiciary, clients, and the public interest.

Recommendations

In digital investigations, network and cloud forensics uncover evidence
essential for solving cybercrimes and ensuring digital security. However, with
explosive growth in cloud adoption and networked devices, traditional digital
forensic approaches need rethinking to address emerging complexities in
investigations involving such environments. To ensure the integrity and
admissibility of evidence, organizations should establish clear protocols and
procedures for conducting network and cloud forensic investigations. This
includes documenting the chain of custody, defining the roles and responsibilities
of investigators, and adhering to industry best practices such as those outlined by
organizations like 1SO (International Organization for Standardization) and NIST
(National Institute of Standards and Technology).

As cyber threats continue to evolve, investing in advanced forensic tools
and technologies is paramount. This includes utilizing machine learning
algorithms for anomaly detection, employing block-chain technology for ensuring
data integrity, and leveraging artificial intelligence for automating certain aspects
of the investigation process. Establish international coordination frameworks
clearly defining the jurisdictions, liabilities, and duties of public cloud providers to
support forensic data access and analysis under legal authorization. Organizations
should invest in regular training programs to ensure that investigators are
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equipped with the latest knowledge and techniques in network and cloud
forensics. Drive further R&D into lightweight, distributed forensic analytics
models leveraging edge computing capable of on-site evidence analysis.

Collaboration between forensic investigators and legal experts is
important for directing the legal complexities associated with network and cloud
forensics. Legal experts can provide guidance on obtaining and preserving
evidence in a manner that is admissible in court. As concerns around data privacy
continue to escalate, it is imperative for organizations to implement
comprehensive data privacy measures throughout the forensic investigation
process. This includes obtaining consent from relevant parties before accessing
data, anonymizing personally identifiable information (PIl) wherever possible, and
adhering to privacy regulations. Network and cloud forensics often require a
multidisciplinary approach that combines expertise from various fields, such as
computer science, law enforcement, cybersecurity, and digital forensics.
Collaboration to continually advance forensic tools’ capabilities against new
intrusion vectors, encryption methods, anti-forensics tactics, and infrastructure
complexity.
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